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TEPMUWHbI U ONTPEAEJIEHWAI

be3onacHocTh NepCOHAJBbHBIX NAHHBIX — COCTOSHUC 3aIMUINIEHHOCTH IMEPCOHAIBHBIX
JAHHBIX, XapaKTCpU3yeMOC CIIOCOOHOCTBIO HOHBBOBaTeHei/JI, TEXHHUYECKUX CPEACTB U
I/IH(i)OpMaI_II/IOHHBIX TEXHOJIOTUH 00€eCIeunuTh KOH(l)I/II{eHHI/IaJIBHOCTB, LEJIOCTHOCTh U
JOCTYINHOCTH INEPCOHAJIBHBIX AaHHBIX IIPH HX 06pa60TKe B I/IH(l)OpMaHI/IOHHBIX cucreMax
IIEPCOHAIBHBIX JaHHBIX.

JlocTynn B ONEPALMOHHYIO cpely KoMmmbioTepa (MHGOPMANMOHHOW CHCTEMBI
NePCOHANBLHBIX JAHHBIX) - NTOJy4YeHHEe BO3MOXXHOCTH 3allyCKa Ha BBIIIOJHEHME MITATHBIX
KOMaHJl, (yHKIMHA, MpoLexyp ONEepaldoOHHOH cHCTeMBl (YHHUYTOXNKEHHMS, KOIMPOBAHMI,
mepeMelmieHdss M T.L),  HCIHOJHSAEeMBIX  (GaioB  MPUKIAJHBIX  MPOrPaMM.

JocTyn Kk HHGOPMANHME — BO3MOXHOCTb IOTy4YeHHs HH(POPMAIMU ¥ €¢ UCIIOIb30BaHHs.

HpenTudukanus - NPUCBOEHHE CYyOBEKTaM M OOBEKTaM JOCTyIa unentudukaropa u
(uaM) CcpaBHEHHWE TPENBSBISIEMOrO HJAEHTU(UKATOpa C IEepevyHeM MPHUCBOCHHBIX
UIEHTH()UKATOPOB.

HudopmannoHHasi cCHCTEMA MEPCOHATLHBIX JAHHBIX — COBOKYITHOCTb COAEPIKAIIHUXCS B
Gazax JaHHBIX IEPCOHANBHBIX JaHHBIX M  O0ECNEeYMBAIONIMX  HX 00paboTKy
HHPOPMAIIMOHHBIX TEXHOJIOI M U TEXHUYECKUX CpeICTB.

HcTouHHK Yrposbl Ge3omacHocTH HH(popMamuu — CyObeKT HOCTyIa, MaTepuaibHbIN
00beKT WM (PU3MYECKOE SIBICHUE, SBISIOMIUECS NPUIMHON BO3HMKHOBEHMS yIPO3bI

6e30macHOCTH HH(OPMaLIUK.

KOHTpOJ’ll/lpyeMaﬂ 30HA - 3TO IPOCTPAaHCTBO, B KOTOPOM HCKJIFOYEHO HEKOHTPOJIHUPYEMOC
Hpe6BIBaHI/Ie COTPYAHUKOB H [IOCETHUTEIIeH orieparopa U IMOCTOPOHHHUX TPaHCIIOPTHBIX,
TEXHAYECKUX U UHBIX MaTCepHUAJIbHBIX CPEACTB.

HecaHKUMOHMPOBAHHBIH 0CTYN (HECAHKIHOHHPOBAHHbIE JEHACTBHS)— JIOCTYI K
uHGOpMAIMK WM JeHCTBUS ¢ MHpOpMaluel, HapyIIaollue MpaBuia pasrpaHaIeHus
JOCTyIIa C WCIIOJIb30BAHUEM INTATHBIX CPEICTB, NPEJOCTaBIACMBIX HHPOPMALIMOHHBIMU
CUCTEMAaMH IePCOHAJIbHBIX JaHHbIX.

OG6paboTKa MEePCOHATBHBIX JAHHBIX — JIF000e JieficTBIEe (omeparysi) WIKM COBOKYITHOCTh
neiicTBHil (omeparuii), coBepIIaeMbIX C HCIOJB30BaHMEM CpPEJCTB aBTOMATH3ALNK MK
6e3 MCTIONb30BAHMS TAKHX CPEJICTB C TIEPCOHATBHBIME TaHHBIMH, BKJII0Yasi cOOp, 3amKch,
CHCTEMATH3aIMIO, HAKOIUIEHWE, XpaHeHHWe, yTOuHeHHe (OOHOBJICHHME, W3MEHEHHE),
M3BJICUEHHE, HCMOJb30BaHKe, mepeady (pacnpoCcTpaHeHHe, MPeIoCTaBlIeHue, LOCTYII),
o0e3nuunBaHue, OJOKUpOBAaHHE, YyAaleHHe, YHHUUYTO)KEHHE IIePCOHANBHBIX JaHHBIX.

OnepaTop - TOCYJapCTBEHHBIH OpraH, MYHWIMIAIbHBIA OpraH, MOPHAMYECKOS HIH
(U3MUECKOE JIUII0, CAMOCTOSTENBHO UIIM COBMECTHO C APYTUMH JIMLAMH OPTaHU3YIOIINC 1
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(unn) ocyiecTBIsIOMKe 00paboTKy MepPCOHANBHBIX MaHHBIX, & TaKOKe OIpEeEIAroIIne
e 06paboTKK MEePCOHATBHBIX AAaHHBIX, COCTAB MEPCOHAIBHBIX NaHHBIX, MOIJIEXKAIINX
o0paboTke, medcTBUS (omepanuM), COBEpLIa€Mble C IEPCOHAIBHBIMU JIaHHBIMH.

IepconajbHble JaHHble — T00as nHGOpPMaNKs, OTHOCSIIASACS K MPSIMO MM KOCBEHHO
ONpesieleHHOMY WJIM OmpejensieMoMy ¢u3uueckoMy iy (CyObeKTy MepcoHaIbHbIX
JTAHHBIX ).

Moab3oBaTenb HHPOPMANMMOHHONH CHCTEMbl NEPCOHAJIbHBIX [JaHHBIX — JIHIIO,
y4acTByIoIee B (yHKIMOHUPOBAHMU MHPOPMALIMOHHON CHCTEMBI IIEPCOHATBHBIX TaHHBIX
WM UCTIONB3YIONIEe Pe3ysIbTaThl €€ (PyHKIHOHUPOBAHHUS.

IlpaBu/ia pasrpaHHYeHHs 0CTYNA — COBOKYITHOCTB IIPABUJI, PErJIaMEHTUPYIOIINX IpaBa
J0ocTyIa cyOheKToB JOCTyTa K 00BbEeKTaM J0CTyIa.

Pecypc uMH(OPMAUMOHHONH  CHCTEMbI- HMMEHOBAaHHBIM  JJIEMEHT  CHCTEMHOTIO,
TNIPUKNAIHOrO WJIM alliapaTHoro obecreveHus (YHKIHOHUPOBAHHS UHGOPMALIMOHHOM
CUCTEMBI.

CpeacTBa BBLIYHCJIHTEbHONH TEXHHKH - COBOKYIIHOCTb IPOIPaMMHBIX M TEXHHYCCKHMX
5JIEMEHTOB CHCTEM OOpaGOTKHU JAHHBIX, CHIOCOOHBIX (YHKIIHOHUPOBATH CaMOCTOATELHO
UK B COCTaBE JIPYTUX CUCTEM.

CyGbext joctynma  (cyGbekr)- JIMIO MIM  [POLECC,  JIGMCTBUA  KOTOPOro
periaMeHTHpYIOTCS TIPaBUIaMH pasrpaHuYeHus J0CTyIIa.

Texuuyeckne cpeacTsa HHGOPMANHMOHHOH CHCTEMbI MEPCOHAJBHBIX JAHHBIX -
Cpe/ICTBA BBIYMCIIUTENBHOM TEXHUKH, MWH(QOPMALMOHHO-BBIYHCIIUTENHBIE KOMIUICKCR! 1
CeTH, CpPeCTBA M CHCTEMBI Ilepefjaud, mpuemMa M o0paboTKU MepCOHANBHBIX HaHHBIX
(cpecTBa M CHCTEMBI  3BYKO3AllHCH, 3BYKOYCHJICHHS, 3BYKOBOCIPOHM3BEACHMS,
TIeperoBopHble W TeJEBU3UOHHBIE YCTPOUCTBA, CPEJCTBA M3TOTOBJIEHUS, THPAXKUPOBAHU
JIOKYMEHTOB 1 JIpyTHe TeXHHYecKHe cpeicTBa 00pabOTKH peueBOi, rpagueckol, BULEO-
1 GyKBeHHO-IH(POBOH MHOPMALWMH), TPOrPAMMHBIE CPEJICTBA (ONEPALMOHHbIE CUCTEMBI,
CHCTeMbl YIpaBIeHHMs 0a3aMH JAHHBIX X T.L), CPENCTBa 3alUTHl HH(OPMAIHHU.

Yrpo3bl 6e30MaCHOCTH HePCOHAIBLHBIX IAHHBIX — COBOKYIIHOCTh YCIIOBUH 1 (baxTopoB,
CO3JIAIOIIMX OMAaCHOCTh HECAHKIMOHMPOBAHHOTO, B TOM 4YHUCJIE CIIy4alHOro, JOCTyna K
IIepCOHATBHBIM JIAHHBIM, PE3yJIbTATOM KOTOPOIrO MOXKET CTaTh YHUYTOXKEHHE, H3MCHCHHC,
GJIOKHpOBaHKe, KOMMPOBAHUE, PACIPOCTPAHEHHE [IEPCOHAILHBIX JAHHbIX, 8 TaKKe HHBIX
HeCAHKIMOHUPOBAHHBIX JIEHCTBHH Npu HX 00paboTke B HMH(OPMAIMOHHOW CHCTEME
IIepCOHATBHBIX JTaHHBIX.

Vsizsumocrs MCIIJIH — HeocTaToK WK ciaboe MeCTO B CHCTEMHOM MJIM IPHKIIaTHOM
mporpaMMHOM  (IIPOrpaMMHO-aIIapaTHOM) — OOecIeyeHHH aBTOMAaTH3UPOBAHHOM
MH(GOPMAIOHHOM CHCTEMBI, KOTOPOE MOXET OBITh HCIIOJIB30BAHO ISl pealu3aliy
yrpo3sl 6e3onacHocty IT/1H.
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[esnocTHOCTh MH(OPMALMH - COCTOSIHME HH(POPMAIUH, IPU KOTOPOM OTCYTCTBYET
mo6oe ee W3MEHEHHE JIHOO HW3MEHEHHE OCYIIECTBISIETCS TONBKO TPEAHAMEPEHHO
cyObeKTaMy, UMEIOIIMMHU Ha HEero Mpaso.
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MEPEYEHDb COKPAIIIEHUH

ABIIO — aHTHBUPYCHOM IIporpaMMHOe 0OecIieeHne

APM — aBTOMaTU3MPOBaHHOE pabouee MeCTO

VCII]11 — uHdopMaIoHHas cucTeMa NepCcoHaIbHBIX TaHHBIX
JIBC — noxasibHast BBIYUCIIUTENBHAS CETh

HCJI — HeCaHKIIMOHUPOBAHHBIN JOCTYII

OC — omepallnOHHAs CHCTEMA

[1/11 — mepcoHaJIbHBIE JAHHBIC

10 — nporpaMMHOe o0ecreueHne

C3U — cpezcTBa 3aIUThl HHPOPMALHHT

C3I1/1H — cucrema (IToJiCUCTEMA) 3aIIUTHI NEPCOHATBHBIX IAHHBIX
TKY U — TexHI4ecKre KaHaIbl yTeuky HH(OpMALH

VBI1JIa — yrpo3sl 0e30MaCHOCTH NEPCOHATIbHBIX JIAHHBIX
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BBEJIEHUE

Hacrosimass Tlonmutuka WHGOpMAIMOHHONW OesomacHocTd  (faiee [omuTHKa)
[0CyNapCTBEHHOTO CTAIIMOHAPHOIO YUPEXKASHHSA COLUAIBHOTO 00CITy)KMBaHUS TTAHCHOHAT
«Slcnunckuiiy 3abaiikansckoro kpas (nanee Omepatop) paspaboTaHa B COOTBETCTBHH €
IeTIAMH, 3aa4aMy ¥ IPHHIMIIaME o0ecrieueHust 6e30IacHOCTH MEepCOHANBHbIX TAHHBIX.

[Tonutuka paspaboraHa B COOTBETCTBHM C TpeOOBaHUSMU HOPMATHBHBIX
JOKYMEHTOB:

- ®enepanpHOro 3aKoHa oT 27 mons 2006 r. Ne 152-®3 «O mepcoHanbHBIX TaHHBIX);

- [Moctanosnenus IlpaButensctBa «OO6 yTBEpKACHUH TpeOOBaHUM K 3aluTe
[IepCOHANBHBIX JaHHBIX IPU UX 00paboTKe B MH(QOPMAI[MOHHBIX CUCTEMAaX MePCOHANBHBIX
mauabx»y oT 01.11.2012r. Nel1119;

- [Ipukaza «OO6 yTBepKIEHWH COCTaBa M COACPKAHMA OpraHu3allMOHHbIX |
TeXHUUEeCKHX Mep IO OOecreueHnio 0e30MacHOCTH IEepPCOHATBHBIX JAHHBIX TIPH HX
06paboTke B MHPOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX JIAHHBIX» OT 18 depans 2013
r. DCTOK N 21.

B [lonuTuke ompejeleHsl TpeboBaHUS K IMEPCOHATY UCII[H, creneHb
OTBETCTBEHHOCTH TEPCOHANA, CTPYKTypa M HEOOXOMMMBIH ypOBEHb 3alUIIEHHOCTH,
CTaTyC M JOJUKHOCTHBIE OOS3aHHOCTH COTPY/HWKOB, OTBETCTBCHHBIX 34 obecrieueHue
6esomacHocTd TepcoHanbubix paHHeX B WCII/H ["ocy1apcTBEHHOI0 CTAIMOHAPHOTO
YUpEeKIeHHUs] COLMANBHOI0 00CIyXKHBAHUS ITAHCHOHAT «SlcHuHCKHIY 3a0aiKalIbCKOTO

Kpasi.
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1. OO0mme NoJI0KEHUSA

Llenpto nacrosimedi [lomuTukyd sBISETCA obecrieyeHne 0e30MacHOCTH OOBEKTOB
3ammThl Oreparopa OT BCEX BHIOB Yrpo3, BHELIHHX H BHYTPEHHHX, YMBILIIICHHBIX U
HenpeJHaMePeHHbIX, MUHUMU3AIHS yiep6a 0T BO3MOXHOU peann3auy YBI1/n.

Mepbl no obecrevYeHuro 0e30MacHOCTH HepCOHaJIBHBIX JaHHBIX HpI/IHI/IMaIOTCﬂ JJIsA
3alIMThl IE€PCOHATBHBIX JaHHbIX OT HeraBOMepHOFO 50)154 cnyqaﬁﬁoro JocTylia K HUM,
yHI/I‘-ITO)KeHI/ISI, U3MEHCHUA, 6JIOKI/IpOBaHI/ISI, KOIIMpOBaHUs, HpeLLOCTaBJIGHI/Iﬂ,

paCHpOCTpaHGHI/IH epCOHAJIbHBIX INaHHBIX, a TAKXKE OT HUHBIX HeraBOMepHBIX I[GI/ICTBI/Iﬁ B
OTHOILIIEHMU NNE€PCOHATIBHBIX JaHHbIX.

Wudpopmanys H CBSI3aHHBIE C Hell pecypchl MOJDKHBL OBITH JIOCTYIHBL L
aBTOPU30BAHHBIX monp3opareneil.  JIODKHO  OCYIIECTBISITBCS ~ CBOCBPEMEHHOC
oOHapy)KeHNe U pearupoBaHKe Ha VYBIT/IH.

JIOJKHO OCYIIECTBIISATECS TPEAOTBPAICHNC npeIHAMEPEHHBIX HIIH cirydaiiHBIX,
YACTHUHBIX WM TOJHBIX HECAHKIMOHUPOBaHHBIX Momu(UKAIMHA WM YHUITOXKCHNA
JIaHHBIX.
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2. O06aacrTb geiicTBUsA

Tpe6oBanust Hacrosimiedl IlomuTuKM pacmpOCTPaHSAIOTCA Ha BCEX COTPYIHHKOB
Omneparopa (IITATHBIX, BPEMEHHBIX, PA0OTAIOLIMX MO KOHTPAKTY M T.1.), @ TaKXe BCEX
npourx Ju1 (TOAPS UMK, ay TUTOPbI ¥ T.IL.).
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3. Cucrema 3aIIUTHI NEPCOHAIBHBIX JAHHbIX
CucreMa 3amuThl nepcoHanbabix qanHbX (C3I1/IH), cTpouTCs HA OCHOBaHMU:
- THiepeyHs TIepCOHAIbHBIX JaHHBIX;
- JaCTHOM MOJIEIH aKTyaJbHbIX YIPO3 U BEPOSTHOIO HAPYLIUTEIIS;
- TIOJIOXKEHUS! O pa3TpaHUYeHUH IpaB JOCTYIIa K IEPCOHATIBHBIM IaHHbIM,
- nopmaTuBHbIX JoKyMeHTOB @DCTOK n ®Cb Poccun.

Ha OCHOBaHHM OTHX JOKYMEHTOB OINpeAeNsieTcs HeOOXOAMMBIA  YPOBEHb
sammmennoctd 11){a xaxgoit CITJa Oneparopa. Ha ocHoBaHuM aHanu3a akTyalbHbBIX
yrpo3 Geszomacuocti I1JlH omucanHoro B YacTHOM MOJENM AaKTyalbHBIX yIrpo3 H
BEpOSITHOTO HAPYIUMTENsl, JeNaeTcs 3aKIioueHde O HEOOXOJUMOCTH HCIONb30BaHMUs
TEeXHUYECKMX CPEACTB M  OPraHM3alMOHHBIX  MEpONpHUATHH Juisi  obecredeHus
6esomacHoctu /s, BeiOpaHHble HE06XO[UMBIE MEpONpPHUATHs OTpaxaiorcs B Ilmane
MEpONpUATHii MO0  BHYTPEeHHEMY KOHTPOJIO 32  COOMOJeHHEM 0e301acHOCTH
NEPCOHAIIBHBIX JTAHHBIX.

OpFaHI/ISaHI/IOHHLIe MeponpUudaTUs A0JDKHBI BKJIIOYaTh:
- IIpaBOBOC OCHOBaHHC A c6opa NepCOHAJIBHBIX TaHHBIX,
s OIIpeaiC/ICHUE OTBETCTBCHHBIX JIMIT 3a CO6IIIOII€HI/IGM MEpP 6e3OHaCHOCTI/I;
- 3alUTy NePCOHATIBHBIX JaHHBIX, O6pa6aTBIBaeMI>IX 0e3 CpeacTB aBTOMaTHU3alluu,

== 3alUTy TICPCOHATBHBIX JaHHBIX, O6pa6aTBIBaeMI>IX C NpPUMEHEHUEM CpPEUACTB
aBToMaTu3aluu,

- 3alIUTy 00BEKTOB OT XUIICHMUS,
- 3aIUTyY CbEMHBIX HaKOHHTeHeﬁ, cogepKalux nepcoHaJIbHbIC JaHHBIC,

- BOIIPOCHI YHUYTOXCHMS INepCOHAJIbHBIX JaHHBIX.

B 3aBucumocti oT yposus 3amunieHHocTd VICIT/[H 1 akTyalbHBIX yIrpo3, C3I1/n
MOYET BKJIIOUATh CJIeAYIOIIUE TEXHUYECKHE Cpe/ICTBa:

- 3aIATHI OT HECAHKI[MOHUPOBAHHOT'O IOCTYIIA K TIEPCOHATIBHBIM JTAHHBIM;
- AHTHBUPYCHOM 3aIUTHI JUIs paOOYMX CTAHIMH MOJIB30BATENICH 1 CEPBEPOB;
- MEKCETEBOTO YKPaHUPOBAHHUS,

- oOHapyXeHus BTOi;))KeHI/IfI;

- KOHTPOJIS 3QIIUIIEHHOCTH IIEPCOHANBHBIX TaHHBIX;

- KpUNTOrpaQUuecKoil  3aluThl MH(OpMALUW, Ipd  Tepenate 3alUIIaeMOM
uH(OPMAIUH 110 KaHaIaM CBS3H;

- 3alUTHI Cpeabl BUPTYyaIHU3alluH,

- 3anmThel oT yreuku o TKYH.



11

4. TpeOoBaHus K MOACUCTEMAM C3I1/n
C3I1]Ix MOXeT BKJIIOYATh B cebsl ciieyroIue IOJCUCTEMBI:

- Unentudukanuu d ayTeHTH(hHUKAIUH CyOBEKTOB JIOCTYNa M OOBEKTOB NOCTYIA.
[ToscrcTemMa oOecrednBaeT NPUCBOEHUE CYyOBEKTaM H 06BeKTaM JOCTYyNa YHUKAJIBHOTO
npu3Haka (MueHTHdUKATOpa), CPaBHEHHE IpeIBABIIEMOTO  CyObeKTOM (06BEKTOM)
nocTyna uaeHTAGHMKAaTOpa € MepeuHeM MPUCBOCHHBIX MUeHTU()UKATOPOB, & TaKKe
IpOBEPKY NPHUHAJIC)KHOCTH cyonekTy (00BEKTy) MAOCTYna TPEABSBICHHOTO MM
unenTrdukaropa (IOATBEPKICHAE TIOIJIMHHOCTH).

= ynpaBJIeHI/IH JOCTYyIIOM Cy6'beKTOB JocTymna K 00BEKTaM JocTyIa. [loxcucrema
oOecrieurnBaeT yIIpaBJI€HHUEC InpaBaMn 41 MIpUBUIICTUAMH CY6’beKTOB JoocCTyIla,
pa3rpaHuicHuC JocTyna CY6’I)GKTOB JocTymna K o0peKTaM JocTylna Ha OCHOBEC
COBOKYITHOCTH YCTaHOBJICHHBIX B HH(bOpMaHHOHHOﬁ cucTeMe IIpaBull paSFpaHI/I‘leHI/Iﬂ
JocTyna, a Takxe obecrieyruBaeT KOHTPOJIb 34 COOJIIOIEHUEM ITHUX IIPaBUII

- OrpaHuyYeHus IPOrPaMMHON CPEJIBL. [ToxcucreMa obecreunBaeT yCTAaHOBKY 1 (wn)
3aMycK TOJBKO Pa3pelIeHHoro K MCIIONb30BAHMI0O B HHGOPMAIMOHHOW CHUCTEME
[IPOrPaMMHOT0 00ECTICYCHHS MM MCKII0YaTh BO3MOKHOCTH YCTAHOBKH H (WJIM) 3aIycKa
3aMpeIieHHOro K  UCIOJNB30BAHUIO B PHPOPMALMOHHON — cucTeMe  NPOrpaMMHOTO
obecreueHust

- Perucrpanuu COOBITHH GesomacHocTH. IlogcucreMa oOecIevYrBacT cOop, 3amuch,
XpaHeHHe W 3aluTy HH(bopMaluu O COBLITHSX 6€30MacHOCTH B HMH(pOPMAIMOHHOH
cHCTeMe, a TaK)Ke BO3MOXKHOCTH IIPOCMOTpPa U aHAIIH32 wHGOPMAIIUHU O TaKUX COOBITUAX 1
pearupoBaHHe Ha HHX.

- AnrtuBupycHoit  3amutbl.  ITomencrema obecrieunBaeT ~ OOHapyXeHHE B
MH(OPMAIIMOHHOM CHCTEMe KOMIIBIOTEPHBIX  TIPOrpaMM 160 WHOW KOMIIBIOTEPHOU
prdopMalMK,  NpeJHA3HAYCHHOH AU HECAaHKI[MOHUPOBAHHOIO  YHHYTOXCHHUI,
GioKMpoBaHusi, MOAM(UKALMHY, KOMUPOBAHU KOMITBIOTEpHON ~ MH(pOpMaLK WX
HeHTpalu3aly CPe/ICTB 3allUThL pH(pOpMAIHY, a TaKXKe pearnpoBaHie Ha oOHapyKeHHe
3THX ITPOrpaMm 1 MH(pOpMaIliH.

B OOHapy)KeHHsI (IIpe/JOTBPAILEHHs) ~ BTOP)KCHHUH. [ToncucteMa 0OecredUBaACT
obHapyXeHWe  NeHCTBUH B uH(OPMAIIMOHHOM ~ CHCTeMe, — HampaBIeHHbIX  Ha
HEeCAHKIIMOHUPOBAHHBIA ~ JOCTYIl K uHQOpMAIH, CIeIHATbHBIC BO3/IEHCTBHA Ha
UH(POPMALMOHHYIO CHUCTEMY H (Mn¥) TEpCOHANbHBIE AaHHBIE B IEJIX JNOOBIBaHUS,
YHITYTOKEHHS], HCKaXKEHHs ¥ OJOKMPOBAHUA N0CTYyINa K TIepCOHANBHBIM JIAHHBIM, & TAKXKEe
pearupoBaHue Ha OTH JCHCTBHS.

- Kontponst (aHainu3a) 3allUIIEHHOCTH MEPCOHAILHDIX nanHeix. llogcucrema
obecrieuuBaeT ~ KOHTPOJb  YPOBHS  3alMIICHHOCTH TepCOHAIbHBIX  JaHHBIX,
00pabaTpIBa€MBIX B PH(MOPMALMOHHOH cucTeMe, IyTeM MPOBEICHI CHUCTEMATHYECKHUX
MEpONPUSITHI 10 aHAIU3Y 3alIUIICHHOCTH MHPOPMALMOHHON CHUCTEMBI U TECTHPOBAHUIO
pabOTOCTIOCOGHOCTH CHCTEMBI 3aIUTHI EPCOHATBHBIX JTAQHHBIX.

- O6ecriedeH s [IeOCTHOCTH HHQOPMALMOHHON CHCTEMBI M TIEPCOHANBHBIX AHHDIX.
Toxcuctema obecredrBaeT oOHApyKeHHe (PaKTOB HeCaHKI[MOHHUPOBAHHOIO HAPYILEHHS
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LIEJIOCTHOCTHU HH(l)OpMaHHOHHOﬁ CUCTEMBI U COJACpXaIIUuXCsi B Hel IIepCOHAIbHBIX
JJAaHHBIX, a TaKXe BO3MOXHOCTh BOCCTaHOBJICHU HH(bOpMaIII/IOHHOﬁ CUCTEMBbI U
cozepKaluxcs B Heu IepCoOHAJIbHBIX JaHHBIX.

- OGecrieuenus JOCTYTHOCTH MepcoHanbHBIX naHHbX. Ioxcucrema obecrieynBaer
ABTOPH30BAHHBIH JJOCTYII MOJIb30BATENeH, IMEIOIIMX TIPaBa Mo A0CTYILY, K IIepCOHAJILHBIM
JAHHBIM, COAepXamuMmcs B MHGOPMALMOHHOM —CHCTeME, B  IITATHOM pexxume
yHKIMOHMPOBAHUS MHPOPMALIHOHHOH CHCTEMBL.

- 3amuThl cpeapl BUpTyanu3anuu. [loacucTeMa HCKITIOHACT HeCcaHKIMOHUPOBAHHBIN
JIOCTYII K epPCOHAIBHBIM JIAHHBIM, 00pabaThiBaeMbIM B BUPTYaIbHON MHPPACTPYKTYpE, U
K KOMIIOHEHTaM BHPTYaJIbHON HHQPPACTPYKTypBl U (uni) BO3ZiEHCTBHE HAa HHX, B TOM
ypcne K CPeACTBAM  YIPABICHHS — BHUPTyalbHOM uH(PacTPyKTypOi, MOHHUTOPY
BUPTYalNbHbIX MAlIMH (THIEPBA30PY), CHCTEME XpaHCHHS IAHHBIX (BKJTFOUAsI CHUCTEMY
XpaHEeHHs 00pa3oB BHPTYAIbHOM MHQPACTPYKTYpPBI), CETH Iepefaud JAHHBIX €eEpe3
37eMEeHTH BAPTYanbHOH Wi (u3ndeckoil HHPPAaCTPYKTYphl, rOCTCBLIM orepanroHHbIM
cUcTeMaM, BHUPTYyaJbHBIM MallMHAM (KoHTeliHepaM), CHCTEMe M CETH PpEIUIHKAlIH,
TePMHUHAJIBHBIM U BHPTYaJbHBIM yCTpOHCTBaM, a TakKe CHCTeME pE3epBHOIO
KOIMPOBAHMUS U CO3/1aBAE€MbIM €0 KOIIHAM.

- 3amMThl TeXHUYeCKux cpeacTs. [lojcucreMa HUCKIIOYACT HeCaHKI[MOHUPOBAHHbIH
JOCTYIl K CTAal[MOHAPHBIM TEXHHYECKMM CPEACTBAM, 06pabaThIBAIONIUM [IEPCOHATbHbBIE
JlaHHbIE, CPEICTBAM, 00eCTeunBatONUM (YHKIIMOHMPOBAHHAC MHQPOPMALMOHHON CUCTEMBI
(nanee - cpezcTBa obecreyeHus] (QYHKIHOHMPOBAHKS), U B [OMEIIECHHS, B KOTOPBIX OHH
ITOCTOSIHHO PACIIONIOKEHbI, OOECIeuuBaeT 3allUTy TEXHHICCKHX CPEACTB OT BHEIITHUX
BO3JIEHCTBH, a TakKe 3allMTy [EePCOHANBHBIX JAHHBIX, MPEICTABJICHHBIX B BUJIE
MHQOPMATHBHBIX DJIEKTPUIECKHUX CUIHAJIOB 1 pu3HUecKuX TOJIEH.

- Samurel MHGOPMAIMOHHON CHCTEMbI, ¢ CPEJICTB, CHCTEM CBi3H H nepenadu
nampbix.  logcucTema — ofecriedmBaeT — 3allUTy — NEPCOHANBHBIX  JIAHHBIX npu
B3AMMOJIEHCTBUM MH(OPMAIIMOHHOM CHCTEMBI MIIM €€ OTIEIBHBIX CErMEHTOB C UHBIMU
MH(POPMAIMOHHBIMU CHCTEMaMH U MH(POPMAIIMOHHO-TEIeKOMMY HUKAIIHOHHBIMH  CETAMH
IOCPENCTBOM IIPHMEHEHHsT apXMTEKTYpPbl MHOOPMAIIMOHHON CHCTEMbl M TIPOCKTHBIX
peleHyH, HalpaBIeHHbIX Ha obecrneueHue 6€e30MMacCHOCTH ITEPCOHATIBHBIX IAHHBIX.

= BrisgBineHuss HWHIUACHTOB U peaerOBaHmo Ha HHX. HOI[CI/ICTeMa obecrieurBaeT
06Hap}/)KeHI/Ie, I/IIICHTI/I(bI/IKaLII/IIO, aHaJIyu3 UMHIUICHTOB B HH(bOpMaHHOHHOfI cucreMe, a
TaK)Xe NPUHATUE MEP 10 YCTpaHEHHUIO U Hpenynpem);{eHmo UHIUOCHTOB.

- VrpasneHust KOH(Urypanuen MH(POPMAI[IOHHON CUCTEMBI H CHCTEMOM 3aIlMThI
nepcoHanbHbx  JaHHbIX. Iomcucrema obecrieyuBaeT yIpaBicHHE H3MEHEHUSIMU
KoH(bUrypanui HHGOPMAIMOHHON CHCTEMBI ¥ CHCTEMBI 3AIUTDI TIepCOHATBHBIX JIaHHBIX,
aHAIN3 IOTEHIMAJILHOIO0 BO3JEHUCTBHUS IUIAHUPYEMBIX W3MeHeHul Ha obecneyeHne
6e30MaCHOCTH [IePCOHANBHBIX JAHHBIX, & TakKe JOKyMEHTUPOBAHUE STHX U3MEHEHHMH.
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5. Touan3osaresun UCTIdn

B UCIIJIa Omneparopa MOXHO BBIIEIUTH CIEAYIOMHUE TPYIIIBI I10JIb30BaTeNEH,
y4acTByIOIMX B 00paboTke 1 xpaHennu I1/1H:

- agqmuHucTpaTops! 6ezonacHocty MCITTH;
- none3oBarenu UCITIH;
- CUCTEMHBIC aIMAHUCTPATOPHI.

JlaHHBIE O TpyINax IOJb30BaTeNAX, YPOBHE HX JOCTyNa U UH(GOPMUPOBAHHOCTH
JIOJOKeH GbITh oTpaskeH B I10JI0KEHHH O pasrpaHUYEHUM MpaB J0CTYIa K NEpCOHATIBLHBIM
JIAHHBIM.

Aamunuctparopsl 6Gesonacnocta MCIT/Ix:

AJIMHHHECTPATOPOM 6E30MacHOCTH SABJISETCS IITATHBIM COTPY/HUK Omneparopa,
oTBeTcTBeHHbIH 32 (yHkiponuposanue C3I1/1H, Ha3HAYAETCs PUKA3OM Jlupekropa.

AZIMUHHCTpATOp 630M1aCHOCTH 0071a/1aeT CIeAYIOIUM YPOBHEM J0CTyTIA 1 3HAHWI:
- o6iaaet npasamu agmuauctparopa UCIIIH;
- o6nanaer nosHoi nHpopmanueit 06 MCIIIH;

- MMeeT JOCTYII K CPEJICTBaM 3allMThl MH(YOPMAIMU ¥ MPOTOKOIMPOBAHUA 1 K HaCTH
kmoueBsix sneMenToB UCI/IH;

= He HMeeT IIpaB J0CTyla K KOH(l)I/IprI/IpOBaHI/IIO TEXHUYECKUX CPEACTB CETH 3a
HCKJIHOUYEHHEM KOHTPOJIBHBIX (I/IHCHeKLII/IOHHLIX).

AnMuHECTpATOp 0€30MaCHOCTH YIIOJTHOMOYCH:!

- peann30BbIBATH HOJUTUKU 0e30M1aCHOCTH B 4acTH nactpoiiku CK3H, mMexceTeBbIX
SKPAaHOB M CHCTeM OOHapyXeHHWs aTak, B COOTBETCTBHH C KOTOPBIMH T10JIb30BaTEIb
[10JTy4aeT BO3MOXHOCTb paboTaTh C dJIEMEHTaMH NCTIdH;

== OCYILIECTBJIATH ayJIAT CpeACTB 3allUTHI;

= yCTaHaBJIUBATb JOBEPUTEJIbHBIC OTHOILIEHUS CBOEH 3aH_II/II].IeHHOI7I CETU C ApyrumMu
3alMIIEHHBIMHA CETAMMU.

[Tonw3osarens UCITIn

[MonmpzoBatenem  WCIIJIH  sBisleTcss — INTATHBIA — COTPYIHHK Omneparopa,
ocymecTpisomuii - oopaborky  IIJIH. O6pa6orka IIJlH BKIIOYaeT: BO3MOXKHOCTD
npocmotpa I1JIH, pyunoi# Beox IIJlH B cucTemy UCIIIn, ¢opmMupoBaHHE CIPABOK U
orueroB 1o nHbopmanuu, nonydernoi u3 UCII/. Tlonp3oBareib He MMEET TIOJTHOMOYHM
JUIsL yIIpaBJIeHHUs MOJCHCTeMaMi 06pabOTKH IaHHBIX 1 C3I1/H.

[Tons3oBatens VCIT/IH obnagaer cieayloluM ypOBHEM NOCTYIIA 1 3HAHUM:

= oGlanaeT BCEMH  HEOOXOAMMBIMK  aTpuOyTamu  (HampuMmep, IapoJieM),
0GeceTHBAIONIIMH JIOCTYII K HekoTopoMy moamHoxecTy [1/1H;

= pacmooJiaracTt KOH(I)I/I,IICHLII/IaI[BHBIMI/I JaHHBIMU, K KOTOPBIM UMECT JOCTYIIL.
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CucreMHbIE aIMUHUCTPATOPBI:

CHCTEeMHBIM aJMAHUCTPATOPOM MOXKET OBITH IUTATHBIH COTPYIHUK OmnepaTopa UiIu
JMIAa CTOPOHHMX OpraHW3allki, OCYIIECTBIAIOUIMX CBOH (GyHKIMM Ha OCHOBaHUU
JByXCTOPOHHEro JjoroBopa. CHCTeMHBIH aJMHUHHUCTPATOp HE HMEET MTOJTHOMOYHM IS
yIIpaBJIeHHs MOJCHCTEMaMU 00paboTKK JaHHBIX ¥ O€30ITaCHOCTH.

CucTeMHBIH aAMAHACTPATOP 00J1aaeT CAEeYIOIUM yPOBHEM AOCTYIIA U 3HaHUU:

- obnagaer Yacthlo MHGOPMANUM O CHCTEMHOM WM NPHUKIATHOM TIPOrpaMMHOM
ob6ecnieuennu UCII/IH;

- obnasaeT 4acThlio HMH(OpMAIMK O TEXHHYECKUX CpeICTBaX H KoHDUrypanuu
NCIT/1H;

— yMeeT (pU3MYECKUH JOCTYI K TeXHUYECKMM CPeICTBAM 00paboTku uH(GOpPMALUH U
CpezicTBaM 3allUThI;

== 3HaeT, I10 MeHbIIeH Mepe, OAHO JerajibHO€ UMs DOCTYyIIA.
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6. TpeOoBanusi K mepcoHasy mo odecnedeHuro 3amuThbl I

Bce corpyaauku Oneparopa, sisttoinuecs: nonbszoBaresssmu VICITIH, momkHBI
YETKO 3HATh ¥ CTPOTO BHIMOJHSITH YCTAHOBJIEHHbIE IIPaBUIIa U 00SA3aHHOCTH 110 JOCTYILY K
3alUIAeMbIM 00BEKTAM U COOJIIOIEHHIO TPUHATOTrO pexxuma 6esonacHocty I1/1H.

[Tpy BCTYIJIEHHUH B JOJIKHOCTH HOBOT'O COTPYIHHKA HEIOCPEACTBEHHbIM HAYaJIbHUK
noJpaselieHrs, B KOTOpOe OH IOCTYyIaeT, 00s3aH OpPraHu30BaTh €ro O3HAKOMIICHHE C
JOJDKHOCTHOM HWHCTPYKIMEH M HEOOXOOUMBIMHM JOKYMEHTAMH, pPerjJaMeHTHPYIOIUMU
tpeboBanust 1o 3ammre [1/IH, a Takxke oOydeHHME HaABBIKAM BBIMIOJHEHUS IMPOLELYD,
HEOOXOAUMBIX Ul CAaHKIIMOHUpoBaHHOTro ucnons3oBanus MCIT/IH.

CoTpyiHMK JIOJDKEH OBITh O3HAKOMJIEH CO CBelleHMsMH Hacrosued IlonnTuky,
IpUHATBIX TIporenyp padboTsl ¢ anementamu UCITn u C3I1/H.

CoTpyIHUKH Orneparopa, UCIIOJIB3YIOIE TEXHUYECKUE CpeJcTBa
ayTeHTU(UKALUH, JIOJKHBI 00eCTIeYnBaTh COXPAHHOCTD HAEHTH(PUKATOPOB (3IEKTPOHHBIX
kmouel) u He jomyckath HCJ] k HuM, a Tak e BO3MOXHOCTb WX YyTE€pH HIIH
UCIIONIG30BaHMs  TpeThbMH  Junamu.  Ilonb3oBarenn — HECyT — NEPCOHAIBHYIO
OTBETCTBEHHOCThH 338 COXPAHHOCTH UICHTU(PHUKATOPOB.

Corpynauku OrmepaTopa JIOIDKHBI  CJI€[0OBAaTh YCTAHOBJICHHBIM IIPOLEAYpPaM
noiepKanns pexuma 6ezomacrocty [1JH npu BeIGOpe U MCIIONB30BAHUM Tapoiiell (ecu
He HCIIONb3YIOTCS TEXHUYECKHE CPeJICTBA ay TeHTU(DUKALIIHN).

Corpymuuku  Omepatopa HOKHBI — OOecreYnBaTh — HaJIXKaIlylo — 3alluTy
060pyI0BaHMs, OCTaBisieMoro 6e3 IPHCMOTpPa, OCOOEHHO B TeX CiydasX, KOrja B
MOMeIlleHHe KMMEIOT JIOCTYIl IOCTOPOHHME Julia. Bce mosb3oBaTesid JIOJDKHBI 3HATh
TpeGoBanus 1o 6ezonacHocty I1JH U mMpoLeayphl 3aIUTEl 000PYI0BaHHS, OCTABIEHHOTO
6e3 IPUCMOTpA, a TAKXKE CBOU 00SI3aHHOCTH 10 0OECIIEUEHHIO TAKOM 3aIUTEL.

COTpYI[HI/IKaM 3arpenacTes yCTaHaBJIMBATh ITOCTOPOHHEE IporpaMMHO€
O6CCH€LICHI/IG, INOAKJIFOYATh JIMYHBIC MOOHMJIbHEIE YCTPOﬁCTBa U HOCHUTCIIH I/IH(i)OpMaI_II/II/I, a
TaK K€ 3allMChIBaTh HAa HUX 3allMIIIACMYIO I/IH(t)OpMaLII/IIO.

COTpY/IHMKAM 3allpelaercsl pasriamarh 3allMaeMyro UH(QOpMAIHMIOo, KOTopast
cTalla UM M3BeCTHA IpU paboTe ¢ MH(OPMALMOHHBIME cucTeMamu Ornepatopa, TPEeThUM
JULIAM.

[Ipu pabore ¢ IIJ[n B UCIIu corpynuuku Omneparopa 00s3aHBI obecrieunTh
OTCYTCTBHE BO3MOXKHOCTH npocmoTpa IIJIH TpeThbuMH JUMIAMU C MOHHTOPOB APM
TEPMHUHAJIOB. .

IIpn 3asepuiennn pa6otsl ¢ VCIIJIH cOTpyHUKHE OOs3aHBI 3aIUTHTE APM wnnu
TEPMUHAJIBI C TOMOIIBIO OJIOKHPOBKM KIIIOYOM HIIH SKBHUBAJIEHTHOIO CPEJICTBA KOHTPOJLA,
HAIIPUMeEp, JOCTYIOM IO [apoJI0, eCIM He HCIONB3YIOTCs 0Oojiee CHIIbHBIE CPEICTBA
3aIUTHL.

Corpyauuku  OrnepaTopa JOWDKHBI OBITh NPOMH(OPMUPOBaHBl 00 yrposax
HapylueHus pesxuMa GezomacHoctd [1J[H M OTBETCTBEHHOCTH 3a ero Hapyiuexne. OHu
JIOJKHBI OBITH O3HAKOMIIEHBI C YTBEPXKAECHHOW (OpMalbHOM MPOLEAYpOr HAJNOKECHUS
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JUCIMIUIMHAPHBIX B3bICKAHUM Ha COTPYJHUKOB, KOTOPbIC HAPYLIMIIN NPUHATHIC IOTUTUKY
1 npoleaypsl 6ezonacHoctu [1/1H.

CoTpyaHHKH 00s13aHBI Ge3 MpOMeUIeHHs coobuarh 000 Beex HaOJIFOaeMbIX HIIK
I0J03pUTeNbHBIX  ciaydasx padorsr MCIIH, Morymmx IoBje4Yb 3a coboit yrpossl
6esomacHoct I[1J[H, a Takke O BbIABICHHBIX MMM COOBITHSX, 3aTPardBaOIIMX
GeszomacHocTh IIJIH, pPYKOBOJACTBY MOApasjelieHus H JMIy, OTBeHaoLeMy 34
HeMeUIeHHOe pearupoBaHue Ha yrposbl 6ezonacHocty II/1H.
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7. OTBeTCTBEHHOCTH COTPYAHHKOB

B cooTBeTcTBUM co cT. 24 MemepanpHoro 3akoHa Poccuiickoin ®esepalui OT 27
o 2006 1. Ne 152-®3 «O mepcoHaNbHBIX JaHHBIX» JIMIA, BUHOBHbIC B HApyIICHHM
TpeGoBanuii gaHHOro @enepanbHOro 3aKOHA, HECYT IPAKIAHCKYIO, yrOJIOBHYIO,
aJIMMHUCTPATHBHYIO, NMCLMILIMHAPHYIO U MHYIO HPEIyCMOTPEHHYIO 3aKOHONATEILCTEOM
Poccuiickoit ®enepauii OTBETCTBEHHOCTD.

JleficTByIoIEe 3aKOHOAATENBCTBO PO MO3BOISET NPEABABIATH TpeboBaHUS IO
o6ecIedeHIIo 6e30macHoi paboThl ¢ 3allMiaeMoil nHdopMarueil 1 MpexycMaTpuBacT
OTBETCTBEHHOCTH 32 HapylIeHHe YyCTAHOBJIEHHBIX MPAaBHII OKCIUTyaTalluk DBM u cucrem,
HeNPAaBOMEpHBIH JIOCTYIl K HH(pOpPMAIUH, €CIH TH JeHCTBAs PUBEIH K YHUUYTOXKEHHMIO,
GIIOKUPOBAHKIO, MOAUGDHKALMKA UHYOPMALIMH MM HAPYIICHHIO pa6ore OBM min cereit
(cratem 272,273 u 274 YK PO).

Anmunuctparopsl 6ezonacaoctd MICII/IH HeCyT OTBETCTBEHHOCTD 3a BCC JeHCTBUSA,
COBepIIeHHbIE OT UMEHH MX YUETHBIX 3aIliCeH UM CUCTEMHBIX yIETHBIX 3amnucel, eciu He
noKa3aH (paKT HECAHKIIMOHUPOBAHHOIO HCIIOJIB30BAHUS YyIETHBIX 3armCen.

[Ipu HapyueHusx corpynnukamu Omeparopa — nonp3osareneit MCIIJIn mpaBui,
CBSI3AHHBIX C OesomacHocThio I1J[H, OHH HECYT OTBETCTBEHHOCTb, YCTaHOBJICHHYIO
IEeNCTBYIOIUM 3aKOHOAATEIbCTBOM Poccuiickoit denepanuu.



